Agency Annual IT Plan

	Name of Agency
	

	Date prepared:
	

	Agency Representative preparing plan document
	

	Agency Representative contact information
	


State agencies shall submit to ITRMC an annual Agency IT Plan that is based on feasible and cost beneficial information technology initiatives and/or projects that integrate with, and are in support of, the agency’s business plan, budget requests, and technology goals. An agency’s use of Geographic Information Systems (GIS) must be included as part of its IT Plan. State agencies shall document their information technology initiatives and/or projects on a four (4) year planning horizon with annual updates similar to the format of the statewide budget process. (Annual updates allow documentation of planned responses to legislative mandates, funding situations, and new technologies.)

The Agency IT Plan shall include detailed information of all IT and telecommunications projects for the next fiscal year, including an estimate of the agency’s total IT budget. Summary information on IT initiatives that are in the four (4) year planning cycle must also be submitted with the annual Agency IT Plan.

This annual IT Plan shall be submitted no later than July 15 of each year, allowing

ITRMC and the Division of Financial Management (DFM) time to review the IT Plan and consider the information during the annual state budgeting process.

Table of Contents (Optional)
Executive Summary – A broad summary of the Agency’s enterprise business strategy, including the Agency’s mission, goals, accomplishments, and purpose outlining the role to be played by information technology. These topics may be discussed in more detail elsewhere within the overall IT plan document. A list of IT initiatives and resources may be included. 
Organizational Chart(s) - An organizational chart showing the relationship of information technology resources with other organizational entities within the Agency. Also include a separate organizational chart showing the information technology organizational entity in its entirety.
Methodology – A brief discussion of the methods employed in the development of the

IT Plan. May include a list of interviews, outside resources, and research sources.

IT Project/Initiatives – A listing summarizing all IT projects and initiatives planned to achieve the Agency’s business goals and plans must be included in the annual Agency IT Plan. This listing must include the project title, a description (to include purpose and benefits), estimated costs, source of funds (e.g. federal grant, State general fund, etc), and project timeframe. Please use the following tables for each project or initiative, add additional tables as needed.
	Project Title:
	

	Project Description
	

	Purpose/Benefit
	

	Estimated FY 13 Costs:
	

	Total Project Costs
	

	Source of Funds:
	

	Project Timeframe
	


	Project Title:
	

	Project Description
	

	Purpose/Benefit
	

	Estimated FY 13 Costs:
	

	Total Project Costs
	

	Source of Funds:
	

	Project Timeframe
	


IT initiatives for 4-year planning horizon – Briefly list the IT initiatives that are planned for the next four 4-years in the tables below.  Add additional tables as needed.
	IT initiatives for 4-year planning horizon

	Project Title
	

	Brief Description
	

	Estimated IT Budget
	

	GIS Project or Initiative
	YES
	NO

	
	
	

	Is the initiative within the Enterprise IT Service Consolidation strategy
	YES
	NO

	
	
	

	Is the initiative within the Enterprise IT Procurement strategy
	YES
	NO

	
	
	

	
	
	


	IT initiatives for 4-year planning horizon

	Project Title
	

	Brief Description
	

	Estimated IT Budget
	

	GIS Project or Initiative
	YES
	NO

	
	
	

	Is the initiative within the Enterprise IT Service Consolidation strategy
	YES
	NO

	
	
	

	Is the initiative within the Enterprise IT Procurement strategy
	YES
	NO


	IT initiatives for 4-year planning horizon

	Project Title
	

	Brief Description
	

	Estimated IT Budget
	

	GIS Project or Initiative
	YES
	NO

	
	
	

	Is the initiative within the Enterprise IT Service Consolidation strategy
	YES
	NO

	
	
	

	Is the initiative within the Enterprise IT Procurement strategy
	YES
	NO


ITRMC Policies and Standards Compliance – Discuss how the Agency IT Plan goals and objectives, IT projects, and initiatives are in harmony with the State IT Plan and adopted ITRMC Policies and Standards. 

	ITRMC Policies and Standards Compliance

	ITRMC Policy Compliance
	YES
	NO
	Explain

	General Policies
	
	
	

	P1010: Information Technology Policies, Standards & Guidelines
	
	
	

	P1020: Idaho.Gov Portal Privacy Notice
	
	
	

	P1030: Electronic Document Management
	
	
	

	P1040: Employee Electronic Mail and Messaging Use
	
	
	

	P1050: Employee Internet Use
	
	
	

	P1060: Employee Personal Computer Use
	
	
	

	P1070: Geographic Information Systems (GIS)
	
	
	

	Information Technology Planning
	YES
	NO
	

	P2010: Information Technology Planning Process
	
	
	

	P2020: Business Recovery Planning
	
	
	

	P2030: Information Technology Major Project Review
	
	
	

	P2040: Risk Assessment
	
	
	

	P2050: Information Technology Security Framework
	
	
	

	Telecommunications
	YES
	NO
	

	P3010: Telecommunication Switching and Long Distance Services
	
	
	

	P3020: Connectivity and Transport Protocols
	
	
	

	P3030: Wide Area Networks (WAN)
	
	
	

	P3040: State 911 Multi-Line telephone Systems Network Services
	
	
	

	Security Policies – General
	YES
	NO
	

	P4110: Agency IT Security Coordinator
	
	
	

	Security Policies – Computer & Operations Management

	P4510: Cyber Security Incident Reporting
	
	
	

	P4520: Patching & Vulnerability Management
	
	
	

	P4530: Cleansing Data From Surplus Computer Equipment
	
	
	

	P4540: Wireless Security for State Local Area Networks
	
	
	

	Information and Data
	YES
	NO
	

	P5010: Web Publishing
	
	
	

	P5020: .Gov Domain
	
	
	

	P5030: Framework Standards Development
	
	
	

	ITRMC Standards Compliance
	Explain

	Software – Desktop and Notebook
	YES
	NO
	

	S2100: Operating System (O/S)
	
	
	

	S2110: Office Suite
	
	
	

	S2120: Electronic Mail – Messaging
	
	
	

	S2130: Anti-Virus/Endpoint Security (AV/EPS)
	
	
	

	S2140: Mobile Device Security Capabilities
	
	
	

	Software – Server
	YES
	NO
	

	S2510: Network Operating System
	
	
	

	Network and Telecommunications
	YES
	NO
	

	S3100: Network Services – Internet/Intranet Web Server
	
	
	

	S3110: Network Services – Internet/Intranet Web Browser
	
	
	

	S3120: Network Services – Data/Network Integrity
	
	
	

	S3130: Network Services – Video Conferencing
	
	
	

	S3131: Network Services – Video Conference Dialing Plan
	
	
	

	S3200: Security – Firewall
	
	
	

	S3220: Security – Virtual Private Network
	
	
	

	S3230: Security – Server Security Requirements
	
	
	

	S3510: Network Connectivity and Transport - Transport
	
	
	

	S3520: Network Connectivity and Transport – Local Area Network
	
	
	

	S3530: Network Connectivity and Transport – Wireless LAN
	
	
	

	S3540: Network Connectivity and Transport – LAN Backbone
	
	
	

	S3550: Network Connectivity and Transport – Structured Cabling
	
	
	


	Information and Data
	YES
	NO
	

	S4210: Single Zone Coordinate System for GIS Data
	
	
	

	S4220: Geospatial Metadata
	
	
	

	S4221: Metatags
	
	
	

	S4230: Data Exchange for Emergency Service Zones
	
	
	

	S4231: Structures and Landmarks Data Exchange
	
	
	

	S4232: Parcel Data Exchange
	
	
	

	Web
	YES
	NO
	

	S5120: Web Publishing
	
	
	


	Compatibility with the State IT Plan
	YES
	NO
	Explain

	Improve delivery and accessibility of government service and information.
	
	
	

	Manage IT and information from the perspective of state government as a whole. 
	
	
	

	Safeguard the privacy and confidentiality of information.
	
	
	

	Promote collaborative relationships among all entities, public and private. 
	
	
	

	Seek improvement in all aspects of information technologies and services.
	
	
	


Business Recovery Plan – Include a current copy of the Agency Business Recovery Plan.
Supporting Appendices – 
A. IT staffing details
B. Additional information as appropriate
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